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Metodologia aplicada al Estudio

Risk in Focus 2022 - Hot topics for internal auditors

* Objetivo: Anticipar una vision sobre los retos a los
que se enfrentaran las organizaciones y auditoria
interna, para ayudar a definir los planes de auditoria.

e Estudio anual desde 2016 (‘Hot topics 2017’)
62 edicion (marzo a mayo) basada en:

" Enfoque cuantitativo:

v’ Encuesta: 738 DAIs (+27%)
" Fnfoque cualitativo:

v" Entrevistas a 35 DAIs

v' Entrevistas a 12 miembros de la CdA
v Entrevistas a 3 CEOs
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Resultados:
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Ciberseguridad y proteccion de datos

@gﬂ Cambios en leyes y regulaciones

Eﬁ% Disrupcion digital, nuevas tecnologias e Inteligencia Artificial

() Capital Humano, diversidad y gestion del talento

- Continuidad del negocio, gestion de crisis y respuesta ante desastres

Riesgos financieros, de liquidez e insolvencias
/24 Incertidumbre macroeconémica y geopolitica

@ Cambio climatico y sostenibilidad medioambiental

£ B Cadenas de suministro, externalizaciones y terceras partes

. Salud, proteccidn y seguridad
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Resultados: Evolucion de Riesgos
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2022 2021 2020 2019 2018
1. Cybersecurity and data security 1. Cybersecurity & data security 1.Cybersecurity + data privacy 1.Cybersecurity ( ..third parties) 1.GDPR and data protection
2. Changes in laws and regulations 2. Regulatory change & compliance 2.Increasing regulatory burden 2.Data protection/strategies 2.Cybersecurity
3. Digital disruption, new technology and Al 3. Digitalization, new technology & Al 3.Digitalisation & business model disruption 3.Digitalisation 3.Regulatory complexity and uncertainty
4. Human capital, diversity and talent management 4. Financial, capital & liquidity risk 4.l ooking beyond third parties 4.Sustainability 4.Pace of innovation
5. Business continuity, crisis management and disasters response 5. Human Capital & talent management 5.Business resilience, brand value and reputation 95.Bribery and anti-corruption compliance 5.Political uncertainty
6. Financial, liquidity and insolvency risks 6. Disasters and crisis response 6.Financial risk 6.Communications risk: protecting brand&reputation 6.Vendor risk and third party assurance
7. Macroeconomic and geopolitical uncertainty 7. Macroeconomic & geopolitical uncerntainty 7 .Geopolitical instability & the macroeconomy  7.Workplace culture 7.The culture conundrum
8. 8. Supply chains, outsourcing & “nth” party risk 8.Human capital 8.A new era of trade: protectionism and sanctions 8.Workforces: planning for the future
9. Supply chain, outsourcing and 'nth' party risk 9. Corporate governance ande reporting 9.Corporate, ethics & culture 9.Risk governance&controls: adapting to change 9.Evolving the IAF
10. Organisational culture 10. Communications, management & reputation  10. 10.Audit the right risks
11. Organisational governance and corporate reporting 11. Corporate culture
12. Health, safety and security 12. Bribery, fraud & other financial crime
13. Communications, reputation and stakeholder relationships 13.
14. Fraud, bribery and the criminal exploitation of disruption 14. Health & safety
15. M&A 15. M&A

2022

Hot topics — Risk in Focus

2018
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Resultados: lendencias Hot Toplcs
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40%
35%
30%
25%

20%

among theirtop 5

15%

Percentage of CAEs who cited the risk

10Y%
2020 2021 2022

Human capital, diversity and talent
management

e BUSINESS continuity, crisis
management and disasters response

Climate change and environmental
sustainability

Organisational culture

Health, safety and security
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Resultados: 1op-5 riesgos & o
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What are the top five risks
that your organisation
currently faces?

Ehanges in laws and regulations

Digital disruption, new technology and Al

______________________________________________________

Financial, liquidity and insolvency risks

Macroeconomic and geopolitical uncertainty

______________________________________________________

___________________________________________________

Communications, reputation and stakeholder relatu}ns.hlps.

Fraud, bribery and the criminal exploitation of disruption

Mergers and acquisitions

0 10% 209% 309% 40% 50% 60% T0% 80% 90%
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Resultados: Top-5 riesgos @ mmp)

Risk in Focus 2022 - Hot topics for internal auditors

What are the top 5 risks
that your organisation will

face three years from now?
Cybersecurity and data security

Business continuity, crisis management and disasters response
Supply chain, outsourcing and "'nth" party risks

Macroeconomic and geopolitical uncertainty

B 2025
Organisational culture W 2022

Financial, liguidity and insolvency risks
Organisational governance and corporate reporting
Communications, reputation and stakeholder relationships

Fraud, bribery and the criminal exploitation of disruption

Health, safety and security

_____________________________

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
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Ciberseguridad
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82% de los DAIs - en el Top-5 de riesgos

34% - riesgo n° 1 de su organizacion

CIBERAMENAZA MAPA EN TIEMPO REAL wmm es

ESTADISTICAS FUENTES DE INFORMACION ZUMBIDO WIDGET
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https://cybermap.kaspersky.com/es

europapress / portaltic / ciberseguridad
Publicado 14/09/2021 15:00 cgT

Los ciberataques aumentan en el primer semestre de
2021y el sector bancario es uno de los principales
objetivos

https://www.europapress.es/portaltic/ciberseguridad/noticia-ciberatagues-aumentan-primer-semestre-
2021-sector-bancario-principales-objetivos-20210914150039.html

europapress / portaltic / ciberseguridad
Actualizado 26/07/2021 16:14 GET

Los errores humanos estan detras de los ciberataques
sufridos por mas de 300.000 pymes en 2021

https://www.europapress.es/portaltic/ciberseguridad/noticia-mas-300000-pymes-sufrido-ciberataques-
2021-principalmente-errores-humanos-20210726161323.html



Capital humano, diversidad y gestion del talento

Risk in Focus 2022 - Hot topics for internal auditors

Z5
F 4
40% de los DAIs dice que esta entre el Top-5 de riesgos

BRVRSUEEY (alifornia How Have Organizational Cultures Shifted

‘\f-1a_.-,a§§‘i'f‘ff.;,-.1‘ During the COVID-19 Pandemic

by N. Derek Brown, Yixi Chen, Hope Harrington, Paul Vicinanza, Jennifer A. Chatman, Amir Goldberg, and Sameer B.

Srivastava

https://cmr.berkeley.edu/2021/07/how-have-organizational-cultures-shifted/
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How The Pandemic Is
Transforming Company Culture

Ginger Dhaliwal Forbes Councils Member
Forbes Technology Council COUNCIL POST | Membership (fee-based)
Innovation

https://www.forbes.com/sites/forbestechcounciI/2020/12/04/how-the-pandemic-is-transforming-companv-cuIture/?sh=b0487467b109@
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Continuidad del negocio, gestion de crisis v
respuesta ante desastres
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I 38% de los DAIs dice que esta entre el Top-5 de riesgos

The

Economist psstessstec §\

https://www.economist.com/
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Cambio climatico y sostenibilidad medioambiental

Risk in Focus 2022 - Hot topics for internal auditors

@ 31% de los DAls dice que esta entre el Top-5 de riesgos
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Cadenas de suministro, externalizaciones v
riesgo de terceras partes

Risk in Focus 2022 - Hot topics for internal auditors

".“ 1/3 de los DAls dice que esta entre el Top-5 de riesgos
& @

ellc 0[1011115 (a.

El precio del transporte marltimo setriplicayno
volvera al nivel pre-Covid

https://www.eleconomista.es/empresas-finanzas/noticias/11049734/02/21/El-precio-del-transporte-maritimo-se-triplica-y-no-volvera-al-nivel-preCovid.html|

L a crisis de los semiconductores es la

consecuencia de una tormenta perfecta: por
gué no'esitan facil resolverla simplemente
. ## 1

https://www.xataka.com/componentes/crisis-semiconductores-consecuencia-tormenta-perfecta-que-no-facil-resolverla-simplemente-fabricando-chips
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Salud, proteccion v seguridac
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8 009 de los DAIs dice que estd entre el Top-5 de riesgos
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Resultados: Mayor tiempo v esfuerzo de Al
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What are the top 5 risks on
which internal audit spends
the most time and effort?

Cybersecurity and data security

Changes in laws and regulations

Digital disruption, new technology and Al

Human capital, diversity and talent management

Business continuity, crisis management and disasters response

Financial, liquidity and insolvency risks

Macroeconomic and geopolitical uncertainty

: . L Risk
Climate change and environmental sustainability . priority
Supply chain, outsourcing and 'nth' isk Time

upply chain, outsourcing and 'nth' party ris spent

Organisational culture

Organisational governance and corporate reporting
Health, safety and security

Communications, reputation and stakeholder relationships
Fraud, bribery and the criminal exploitation of disruption

Mergers and acquisitions

0% 10% 20% 30% 40% 50% 60% T70% 80% 90%
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Resultados: Mayor estuerzo en 3 anos
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What are the top 5 risks you expect internal audit to spend
the most time and effort addressing 3 years from now?

Cybersecurity and data security

Organisational governance and corporate reporting
Changes in laws and regulations

Business continuity, crisis management and disasters response
Financial, liquidity and insolvency risks

Fraud, bribery and the criminal exploitation of disruption
Supply chain, outsourcing and "nth’ party risk
Organisational culture

Digital disruption, new technology and Al

Health, safety and security

Human capital, diversity and talent management

Communications, reputation and stakehelder relationships

Climate change and environmental sustainability
Mergers and acquisitions

Macroeconomic and geopolitical uncertainty
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Descarga el

Risk in Focus 2022 - Hot topics for internal auditors

RISKIN
FOCUS

N
N
° Hot topics
N

for internal
auditors

Read more

https://auditoresinternos.es/uploads/media items/risk-in-focus-2022.original.pdf
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fauditoresinternos.es%2Fuploads%2Fmedia_items%2Frisk-in-focus-2022.original.pdf&data=04%7C01%7Cjlafita%40iai.es%7C8e4de527fb9e439299cd08d972a945f3%7C6e5f6a8f8c42479b9baee235ce65614c%7C0%7C0%7C637666893605387400%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=AspHuoMcUU4B2VrLvNgqcJNFnvClGWSYzKMRXTrqJq8%3D&reserved=0

Version Esfera Consejeros

Risk in Focus 2022 - Hot topics for internal auditors

N/

Auditoresinternos

RiesgosClave

esfera
consejeros

Risk N Focus
P2 e

Interno sobre los riesgos

empresariales en Europa

https://auditoresinternos.es/uploads/media items/esfera-consejeros-2021-09-riesgosclave-risk-in-focus-2022.original.pdf
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iiGracias!!

Siguenos en

www.auditoresinternos.es

You

@ Auditorinterno
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https://www.facebook.com/Instituto-de-Auditores-Internos-de-Espa%C3%B1a-345591578951279/
https://www.linkedin.com/company/instituto-de-auditores-internos-de-espa%C3%B1a?trk=nav_account_sub_nav_company_admin
https://twitter.com/AuditorInterno
https://www.youtube.com/channel/UCfjGyWkjm28GZnPY4r1yZOg
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